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Abstract:  

Firms deploying AI face legal, reputational, fairness, and trust-related risks that hinder 

adoption. This paper examines how organizations can design internal governance, 

compliance, and audit mechanisms to manage AI risks while adapting to changing 

external regulation. We integrate policy analysis, design science, action research, and 

comparative case studies across industries and countries to (1) identify effective internal 

processes (audit trails, red-teaming, AI impact assessments) for preventing harms, (2) 

analyze how differing national regulations reshape corporate AI governance strategies, and 

(3) propose KPIs and board-level monitoring frameworks for AI risk. We present a 

prescriptive governance design—the Responsible AI Management System (RAIMS)—and 

evaluate it against industry cases from finance, healthcare, and technology sectors in three 

jurisdictions (EU, US, Singapore). We conclude with actionable recommendations for firms, 

policymakers, and auditors.  

Keywords: responsible AI, corporate governance, AI audit, compliance, AI regulation, KPIs, 

red-teaming, impact assessment  

1. Introduction  

1.1 Problem statement  

The rapid adoption of AI across sectors has produced substantial value but 

exposed firms to harms—privacy breaches, bias and discrimination, safety 

failures, and opaque automated decision-making. As governments introduce new 

AI laws and guidelines, firms must build internal governance, compliance, and 



International Multidisciplinary Journal of Science, Technology and Business  

Volume No. 04 Issue No. 01(2025) 202321  

58  

  

audit mechanisms that both comply with external rules and proactively manage 

harms. This dual task is challenging because regulations are evolving, often 

ambiguous, and differ across jurisdictions.  

1.2 Why this matters  

Unmanaged AI risk leads to legal liability, regulatory sanctions, reputational damage, 

loss of customer trust, and systemic harms. For boards and executives, clarity about 

which internal controls are most effective, how to adapt strategies across regulatory 

regimes, and what KPIs to use for oversight is critical for strategic AI adoption and 

longterm value protection.  

1.3 Contributions  

• A synthesis of effective internal processes to prevent AI harms, grounded in the 

literature and practice.  

• A governance design artifact—Responsible AI Management System (RAIMS)— 

with implementation guidance.  

• Comparative analysis showing how national regulations shape corporate 

governance strategies.  

• A proposed board-level KPI framework for monitoring AI risk and performance.  

• Empirical illustration through cross-industry, cross-country case studies and 

action research insights.  

2. Literature review and conceptual foundations  

2.1 Corporate governance and risk management  

Corporate governance literature emphasizes oversight, risk controls, internal 

audit, and compliance (e.g., COSO, ISO 31000). AI introduces novel risks— 

algorithmic opacity, model drift, emergent behavior—that challenge existing 

frameworks.  

2.2 AI governance, ethics, and regulation  

Recent regulatory developments include the EU AI Act, sectoral US guidance (e.g., FTC,  

OCR in healthcare), Singapore’s AI governance frameworks, and voluntary standards 

(NIST’s AI RMF). Academic work highlights principles (fairness, transparency, 

accountability) and governance instruments (impact assessments, model cards, 

datasheets).  
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2.3 Organizational design science and action research  

Design science offers methodologies to create artifacts (processes, tools) addressing 

real-world problems; action research enables iterative development with practitioner 

engagement—both appropriate for building RAIMS.  

2.4 Audit, assurance, and technical controls  

Technical assurance techniques include model documentation, lineage tracking, 

automated audit trails, explainability tools, robustness testing, red-teaming, and 

continuous monitoring. Assurance must integrate technical evidence with governance 

policies and human oversight.  

3. Methods  

3.1 Multi-method approach 

We combine:  

• Policy analysis: review of regulatory texts and guidance in EU, US, Singapore, plus 

industry standards.  

• Design science: iterative development of RAIMS artifact with evaluation criteria 

(effectiveness, adaptability, compliance).  

• Action research: collaboration with three firms (finance, healthcare, technology) 

to pilot RAIMS components.  

• Comparative case studies: in-depth analysis of governance strategies across 

industries and jurisdictions.  

3.2 Data sources  

• Regulatory documents (AI Act proposals, NIST, FTC guidance), standards 

(ISO/IEC), industry codes.  

• Semi-structured interviews with 25 practitioners (CROs, CDOs, auditors, legal 

counsel).  

• Internal documents and artifacts from partner firms (red-team reports, impact 

assessments).  

• Observations during pilot implementations.  

3.3 Evaluation criteria We 

evaluate mechanisms for:  
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• Harm reduction efficacy (measured via incidents, bias metrics, false 

positive/negative rates).  

• Compliance readiness (ability to produce required documentation, evidence).  

• Organizational feasibility (cost, required skills).  

• Adaptability across changing regulation.  

4. Findings: Effective internal processes to prevent harms  

4.1 Audit trails and provenance  

• Why effective: Forensic traceability supports incident investigation, regulatory 

reporting, and accountability. Provenance records data lineage, model versions, 

training datasets, hyperparameters, and deployment context.  

• Implementation elements: immutable logs (append-only), cryptographic hashes 

for model artifacts, automated metadata capture, standardized model cards and 

datasheets.  

• Limitations: Storage and privacy costs; need for interoperability and standardized 

schemas.  

4.2 AI Impact Assessments (AIA)  

• Why effective: Systematic evaluation of potential harms before deployment 

allows mitigation and stakeholder engagement. AIAs align with regulatory 

expectations (e.g., EU AI Act’s conformity assessments).  

• Implementation elements: risk scoping, stakeholder mapping, fairness and privacy 

analyses, mitigation plans, sign-off gating for deployment.  

• Best practice: Treat AIA as living documents with periodic review; integrate with 

change management.  

4.3 Red-teaming and adversarial testing  

• Why effective: Simulates misuse and emergent failures; identifies vulnerabilities 

(bias amplification, prompt injection, safety gaps).  

• Implementation elements: multidisciplinary teams (domain experts, ethicists, 

security professionals), realistic threat models, automated adversarial test suites, 

tabletop exercises.  

• Frequency: Regularly scheduled and triggered after major model or data changes.  
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4.4 Continuous monitoring and model performance surveillance  

• Why effective: Detects model drift, concept shift, and live fairness degradation; 

enables timely rollback or retraining.  

• Implementation elements: live metrics (accuracy, calibration, disparity measures), 

data distribution drift detection, alerting thresholds, automated retraining 

pipelines (with governance gates).  

• Integration: Feed monitoring outputs into incident response and AIA updates.  

4.5 Human-in-the-loop controls and escalation paths  

• Why effective: Ensures human oversight for high-risk decisions; supports 

contestability and remediation pathways.  

• Implementation: Risk-tiering of decisions, approval workflows, decision 

explainability for operators, clear escalation and remediation SOPs.  

4.6 Documentation, versioning, and internal audit  

  Internal audit should be empowered with technical skills or supported by external 

technical auditors. Audit scope should include data, models, deployment 

environments, third-party components, and vendor governance.  

4.7 Organizational roles and committees  

  Recommended structure: Executive sponsor, AI Governance Committee 

(crossfunctional), centralized Model Risk Management (MRM) function, 

embedded product owners, and technical assurance teams.  

5. RAIMS: Responsible AI Management System (design artifact)  

5.1 Overview  

RAIMS is a modular governance architecture combining policies, technical 

controls, processes, and measurement—designed to be adaptable to 

jurisdictional rules and industry risk profiles.  

5.2 Core modules  

• Policy & Standards: corporate AI policy, acceptable-use guidelines, data/ethics 

policies.  
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• Risk Assessment & AIA: standardized templates, scoring matrices, mitigation 

trackers.  

• Technical Assurance: provenance, model cards, automated testing, red-teams.  

• Monitoring & Incident Management: dashboards, alerting, rollback mechanisms.  

• Compliance & Audit: evidence collection, audit schedules, third-party reviews.  

• Organizational Governance: roles, charters, committee cadence, training 

programs.  

5.3 Implementation roadmap  

Phases: discovery and inventory; pilot high-risk use cases; scale controls; integrate into 

enterprise risk frameworks; continuous improvement.  

Key success factors: executive sponsorship, cross-functional participation, investment in 

tooling, and talent development.  

6. How differing national regulations change corporate AI governance 

strategies  

6.1 Regulatory landscape summary  

• EU: Risk-based AI Act with obligations for high-risk systems—conformity 

assessments, documentation, transparency, and penalties.  

• US: Sectoral and principles-based approach (FTC, DOJ, sector regulators); focus 

on consumer protection, anti-discrimination enforcement; patchwork across 

states.  

• Singapore: Pragmatic, principle-guided regulation emphasizing trustworthy AI, 

explainability and proportionality; supportive of innovation with guidance 

documents.  

6.2 Strategic implications for firms  

• Compliance-by-design vs. compliance-as-checklist: EU drives formal conformity 

assessments; firms must embed rigorous AIA and documentation in development 

pipelines.  

• Jurisdictional layering: Multinational firms need a baseline global standard (often 

adopting the most stringent regime as default) and local adaptations to meet 

specific rules.  
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• Operational impacts: EU-like regimes increase demand for documentation, 

testing, and third-party audit evidence—raising operational costs and requiring 

specialized tooling.  

• Market strategy: In permissive jurisdictions, firms may adopt lighter controls but 

risk reputational and regulatory arbitrage; conversely, adopting stricter global 

controls simplifies risk management at scale.  

• Data sovereignty and localization: Regulations may force data residency changes, 

affecting model training and transfer, requiring federated or hybrid architectures.  

6.3 Case insights  

• Finance (EU/US): EU operations required formal conformity evidence for 

automated credit scoring; US operations focused on consumer-protection risk 

and enhanced fair-lending analyses. Firms established centralized MRM and 

localized legal review.  

• Healthcare (Singapore/EU): Singapore’s guidance enabled rapid pilots but 

required clear explainability for clinician decision support; EU’s stricter data and 

risk requirements pushed firms to institutionalize AIA and external validation.  

• Technology platform (global): Adopted the highest-common-denominator 

approach (EU-standard) for global products to reduce fragmentation, investing 

heavily in provenance tooling and external audits.  

7. KPIs and board-level monitoring of AI risk  

7.1 Principles for KPI selection  

• Actionable: KPIs must link to governance levers and enable corrective action.  

• Balanced: Include leading (predictive) and lagging (outcome) indicators.  

• Comparable: Standardized definitions across units to enable aggregation.  

• Risk-proportionate: More rigorous KPIs for high-risk systems.  

7.2 Proposed KPI framework 

Categories and example metrics:  

• Compliance & Documentation o Percentage of high-risk AI systems with 

completed AIA and conformity evidence.  

o Time to produce audit evidence (avg days) upon request.  
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• Model Performance & Safety o Rate of model drift alerts per 1,000 decision 

requests.  

o Percentage of models passing robustness and adversarial tests.  

• Fairness & Equity o Disparity ratios across protected groups for key outcomes 

(selection, denial, error rates).  

o Number of fairness incidents reported and remediated within SLA.  

• Privacy & Security o Number of data-leak incidents attributable to AI systems.  

o Percentage of training datasets with proper consent/POPI/PDPA/ 

GDPRcompliant documentation.  

• Operational & Resilience o Mean time to detect and remediate AI-related 

incidents.  

o Percentage of deployments with human-in-the-loop escalation enabled.  

• Governance & Culture o Training completion rates for AI governance and 

ethics for relevant staff.  

o Frequency of AI Governance Committee reviews and board briefings.  

• Third-party & Supply Chain o Percentage of AI vendors with third-party 

assurance reports.  

o Number of vendor-related incidents escalated to governance.  

7.3 Board dashboard design and reporting cadence  

• Quarterly board-level AI risk report: high-level KPIs, high-risk system inventory, 

recent incidents, regulatory developments, upcoming compliance activities.  

• Monthly operational dashboard for the AI Governance Committee: detailed 

metrics, open remediation items, red-team findings, monitoring alerts.  

• Escalation triggers for immediate board notification: regulatory investigations, 

material incidents with customer impact, or evidence of systemic bias.  

8. Implementation challenges and mitigation strategies  

8.1 Talent and capability gaps  

  Mitigation: Upskill internal audit with data science competencies; hire or partner 

with external technical assurance firms.  
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8.2 Tooling fragmentation and standards  

  Mitigation: Adopt interoperable metadata standards (e.g., MLflow, Model Cards), 

advocate for industry standards, and use vendor-agnostic pipelines.  

8.3 Cost and scalability  

  Mitigation: Risk-tiered approach focusing resources on high-risk systems; 

automation of evidence capture and monitoring.  

8.4 Legal ambiguity and regulatory change  

  Mitigation: Maintain regulatory watch, scenario planning, and flexible controls 

that can be tightened as rules evolve.  

8.5 Third-party models and supply chain risk  

  Mitigation: Vendor due diligence, contractual assurances, right-to-audit clauses, 

and required evidence of vendor testing.  

9. Action research outcomes and case study lessons  

9.1 What worked in pilots  

• Automated provenance capture significantly reduced time-to-evidence for audits 

(from weeks to days).  

• Red-teaming exercises uncovered non-obvious harms (data leakage via feature 

correlations) that traditional tests missed.  

• AIA templates integrated into CI/CD gates led to earlier mitigation and fewer 

post-deployment incidents.  

9.2 Where friction remained  

• Cultural resistance in product teams feeling governance slowed innovation.  

• Difficulty quantifying some harms (e.g., subtle fairness impacts) and aligning on 

thresholds for action.  

9.3 Best-practice patterns  

• Start with high-risk, high-impact use cases.  
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• Leverage executive incentives and KPIs to align product teams.  

• Use pilot successes to build a business case for investment.  

10. Policy implications and recommendations for regulators  

10.1 For regulators  

• Provide clear, risk-based guidance with practical implementation examples and 

wqstandardized templates for AIAs and documentation.  

• Support interoperability standards for provenance and model documentation.  

• Encourage third-party accreditation frameworks for AI auditors and certifiers.  

10.2 For standard setters and industry consortia  

• Develop sector-specific best practices and KPIs.  

• Foster shared red-team exercises and anonymized incident reporting to build 

collective knowledge.  

11. Practical checklist for firms (summary)  

• Inventory all AI systems and classify by risk level.  

• Establish executive sponsorship and a cross-functional AI Governance Committee.  

• Implement AI Impact Assessments for all high- and medium-risk systems.  

• Adopt automated provenance and model documentation tools.  

• Schedule red-teaming and adversarial testing pre- and post-deployment.  

• Set up continuous monitoring for performance, fairness, and drift.  

• Define KPIs and reporting cadence to the board.  

• Maintain vendor controls and right-to-audit clauses.  

• Train staff and internal auditors in AI risks and controls.  

• Prepare for jurisdictional differences with a baseline global standard and local 

adaptations.  

12. Limitations and future research  

• Limitations: Rapid regulatory change may outpace some findings; pilots limited to 

three industries and three jurisdictions—further validation needed across more 

contexts.  
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• Future research directions: longitudinal studies on governance impact on incident 

rates, standardization of KPI definitions, economic analysis of governance costs 

vs. benefits, and methods for certifying third-party AI auditors.  
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13. Conclusion  

Firms can reduce AI-related harms and navigate evolving regulation by adopting 

a risk-based, integrated governance architecture that combines technical controls 

(provenance, red-teaming, monitoring) with robust policy, documentation, and 

organizational structures. RAIMS provides a practical blueprint adaptable to 

different regulatory environments. Boards should use a balanced KPI framework 

to oversee AI risk, focusing on actionable metrics that tie to governance levers. As 

regulation evolves, firms that invest in responsible AI governance will better 

manage legal and reputational risk and sustain trust with stakeholders.  
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Appendicess  

A. Sample AI Impact Assessment template (sections: description, risk mapping, data 

provenance, fairness analysis, privacy impact, mitigation, sign-offs).  

B. Example board AI risk dashboard layout (KPIs, heatmaps, incident log).  

C. Red-teaming playbook outline (team composition, threat modeling steps, test 

scenarios, reporting format).  
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